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1. Introduction

The Internet Service Providers’ Association (ISPA) welcomes the opportunity to comment on the proposed guidelines for recognition of Industry Representative Bodies drafted in terms of the Electronic Communications and Transactions Act, 2002 (“ECT Act”), which were published on 8 September 2004, in General Notice 1951 of 2004.

1.1. About ISPA

ISPA is a South African Internet industry body not for gain. ISPA currently has more than 80 members, comprised of large, medium and small Internet service and access providers in South Africa. Formed in 1996, ISPA has historically served as an active industry body, facilitating exchange between the different independent Internet providers, the Department of Communications, ICASA, operators and other service providers in South Africa. 

1.2. Structure of this submission

ISPA’s comments on the draft guidelines are divided into four sections. Section 2 (below) contains ISPA’s general comments on the application and scope of the guidelines, while the remaining sections contain specific comments on the text of the three parts of the proposed guidelines.

The comments contained in this submission represent the concerns raised by ISPA’s members via electronic mail and during workshops held on 28 September 2004 and 5 October 2004.

2. General comments

This section contains some general comments ISPA wishes to make on the proposed recognition guidelines.

2.1. Scope of the guidelines

The purpose of Chapter XI of the ECT Act (“Chapter XI”) is essentially to limit the liability of service providers for third party traffic carried, hosted, cached or indexed on their networks. The Act provides that a service provider only benefit from the protections offered if that service provider is a member of an Industry Representative Body (IRB), and that body has been recognised by the Minister.

Section 71 of the Act requires that the Minister be satisfied that an IRB has an adequate, and enforceable code of conduct and that membership of the representative body is subject to adequate criteria. The published guidelines set out minimum and preferred requirements for a code of conduct, and provide an extensive membership compliance checklist for any IRB.

ISPA is concerned that the proposed requirements are very wide-ranging and, in some cases, impractical or unworkable as written. Some requirements have no bearing on liability for content, which is the focus of Chapter XI of the ECT Act.

For example, one proposed requirement is that the industry body set and monitor minimum service levels for the body’s members (see clause 5.3.3 of the proposed guidelines). ISPA’s specific market – the Internet service market – is a highly competitive sector, with a high level of choice and quality already available to consumers. Service level monitoring is not needed for the sector, since any service provider providing inferior quality (relative to the price for the service) will soon lose customers to a competitor. It seems unnecessary for an industry representative body to have to set and police service levels in order for its members to gain liability for content.

ISPA notes that it is not the objective of Chapter XI of the ECT Act to regulate service providers, but to provide information service providers with protection from liability. ISPA believes that given this objective, the criteria for recognition set out in the guidelines should be only the minimum criteria necessary to ensure that an IRB and the members of that body are able to correctly process take-down notifications, and put into practice the requirements of Chapter XI.

2.2. International comparisons

In many other jurisdictions around the world, governments have enacted legislation limiting the liability of Internet service providers (ISPs) for third party content. In most cases, this legislation provides a blanket limitation on ISPs’ liability, with no requirement of membership of an industry body, and limited take-down requirements, if any. ISPA is not aware of any other jurisdiction where such a rigorous set of requirements as that proposed in the guidelines must be met, in order for industry to benefit from limitations on liability.

Given that the most jurisdictions do not place any prerequisites on liability limitation, it seems appropriate for any prerequisites in the South African context also to be kept minimal, in line with international norms. 

ISPA notes that in some countries, industry bears the costs of handling public take-down requests while in other jurisdictions, the role of take-down notice administrator is played by a government department or structure and the cost therefore carried by government. In Australia, for example, the Australian Broadcasting Authority handles complaints regarding child pornography and unprotected x-rated material hosted in Australia. In South Africa, the ECT Act envisages an industry-funded take-down process.

Given that the take-down notice process is to be industry funded, care must be taken to ensure that the cost of implementing the require code of conduct and related take-down procedure is not too burdensome. It should not prevent South African service providers from competing in, for example, the international web hosting business. Undue costs or requirements will not have the affect of protecting South African service providers from content liability, but will instead detract significantly from their ability to compete in the global market.

Therefore, as in the previous section, ISPA strongly recommends that the scope of the requirements be reduced to the minimum needed to ensure that any recognised IRB are able to benefit meaningfully from the protection offered by Chapter XI, while remaining internationally competitive.

2.3. Lack of technology neutrality

Section 70 of the ECT Act defines ‘service provider’:

In this Chapter, "service provider" means any person providing information system services.

And ‘information system’ and ‘information system services’ have the following meanings:

"information system services" includes the provision of connections, the operation of facilities for information systems, the provision of access to information systems, the transmission or routing of data messages between or among points specified by a user and the processing and storage of data, at the individual request of the recipient of the service;

"information system" means a system for generating, sending, receiving, storing, displaying or otherwise processing data messages and includes the Internet; [our emphasis]

It follows that Internet service providers are just one type of information system service provider, and that Chapter XI of the Act would also apply to other Value-Added Network Service (VANS) providers, mobile telephony content providers and potentially application service providers.

The proposed guidelines appear to have been drafted specifically for Internet service providers. The background section, principles, objectives all specify that these guidelines are for Internet service providers. No provision seems to have been made for other information system services. Thus, the proposed guidelines would seem to unfairly exclude other types of information service providers from benefiting from Chapter XI.

ISPA suggests that the guidelines need to be reviewed for technology neutrality. All Internet specific requirements should either be removed, or generalised to cover other types of information systems. The requirement for technology neutrality also supports ISPA’s earlier suggestion that the scope of the requirements be reduced to the minimal for meaningful functioning of Chapter XI. A simpler set of requirements could more easily be technology neutral.

3. Specific comments: Best Practice Code of Conduct

This section contains specific comments on part one of the proposed guidelines: “Best Practice Code of Conduct”.

Background

· As noted in section 2.3 above, the background text specifically references Internet service providers (ISPs), rather than considering the general case of information system service providers described in Chapter XI.

Principles

· Principle 2.10 states that “where Industry Representative Bodies already require higher standards than would strictly be the case under Chapter XI of the ECT Act, these standards are included in the mandatory minimum requirements as accepted industry standards”.

Since the proposed guidelines consider recognition of multiple IRBs (by virtue of the document title) ISPA believes that this approach is not appropriate, since it binds all industry bodies to the standards of current industry bodies even though this is not required under Chapter XI of the ECT Act. ISPA believes that the guidelines should only specify the minimum requirements in terms of Chapter XI.

· Principle 2.11 refers to technological neutrality, but only in respect of ISPs, and not other information system service providers.

· ISPA believes that principle 2.13 is inaccurate. The provisions of the ECT Act do not provide any guidelines for acceptable and lawful content and conduct on the Internet. (In fact, the word ‘Internet’ only appears in the sections of the Act dealing with universal access and the Domain Name Authority.) The Act’s provisions provide a general legal framework for electronic communications and transactions, and do not specifically legislate Internet content or conduct.

In ISPA’s view, there are many pieces of legislation and agreed industry practice, which, taken together, provide guidelines for acceptable and lawful content and conduct on the Internet. The ECT Act alone does not provide such guidelines.

Definitions

· The term ‘IRB’ does not mean ‘Internet Representative Body’ in the ECT Act, but ‘Industry Representative Body’. In the draft guidelines it has been redefined to refer specifically to an Internet body.

· The term ‘Potentially Harmful Content’ is defined fairly broadly. ISPA suggests that rather than attempt to create a new definition of harmful content for the purposes of these guidelines, reference should be made to the Film and Publications Board’s accepted meaning of ‘harmful content’, as specified in the Film and Publications Act, No. 65 of 1996. Harmonisation of these guidelines with existing legislation will aid industry compliance and prevent legal contradictions.

MINIMUM REQUIREMENTS FOR A CODE OF CONDUCT

Professional Conduct

· ISPA supports requirement 5.1.2 but suggests that it be extended with: “and shall co-operate with any legal requests from Enforcement Authorities.”

Including this requirement here means the three duplicate requirements in 5.4.4, 5.5.4 5.10.3 can all be dropped.

Standard Terms of Agreement

· ISPA supports the requirement in 5.2.1 that Standard Terms of Agreement must be made available to any potential client prior to any agreement. However, ISPA does not believe that it is appropriate for members to make these Terms publicly available on their web sites, since they may contain commercial sensitive information.

· ISPA strongly opposes the requirements set out in section 5.2.2. These requirements seek to place an obligation on clients of ISPs to follow take-down notifications served on them by their service providers. ISPA believes that this requirement falls outside the scope of the ECT Act.

Clients of ISPs can be grouped into two categories: (1) Clients with content hosted by the ISP; and (2) Clients who manage their own content. Chapter XI of the ECT Act deals with the first category by granting ISPs limitations on liability for this content, in return for providing a take-down process for handling notifications of illegal content. For this category of content, is it not necessary for the ISP to bind the client to any specific terms and conditions, since illegal content can be removed by the ISP directly.

The ECT Act does not provide a mechanism for take-down notifications to be served on the customers of ISPs, only on information system service providers. It therefore does not seem to be appropriate to require ISPs to contractually bind their clients to honour take-down notifications.

Further, it is quite feasible for an ISP to have a client who also has content hosted on other networks. The requirements as drafted would seem to require that the ISP serve a take-down notice on this client, if made aware of illegal content hosted by a different service provider. ISPA believe that it would be dangerous to burden ISPs with this kind of policing function.

ISPA believes that liability for end-user content not hosted by member falls outside the scope of the ECT Act and should be handled using the existing legal system. Extending take-down procedures to clients of ISPs should be avoided.

· Focussing specifically on 5.2.2 (b): This requirement states that a client shall be obliged to comply with a take-down notice even if the client does not believe the notice to be legitimate! This means that clients of ISPs are obliged to respond to take-down notices they believe to be illegitimate from any complainant. This essentially gives any complainant the power to have any web site removed on a whim!

· Section 5.2.2 (c) specifies that ISPs’ clients must have a reference to ISPs’ or the IRB’s complaints procedure on the client’s web site. Effectively, this means that all dial-up customers of ISPs who have been allocated web-space on one of the ISPs web server must modify their web sites. Similarly, all corporate clients, organisations, government departments and schools obtaining services from ISPs must modify their web sites. Many clients of ISPs, particularly dial-up clients, do not even have web sites. ISPA believes this requirement to be completely unworkable.

· In 5.2.2 (d) ISPA suggest replacing “A guarantee that…” with “An undertaking that…”

· Based on the requirements for client compliance currently outlined in section 5.2.2., ISPA believes that the benefits of limited liability offered by Chapter XI would be exceeded by the difficulty of implementing these requirements. ISPA believes that its members would not support an ISPA application for recognition as IRB subject to such requirements.

· In requirement 5.2.3, the scope of the Member’s right to take down content should be limited to content hosted by that Member. The Member should not gain the right to control additional client content hosted elsewhere simply by virtue of the Standard Terms.

Service levels

· Requirement 5.3.1 seems to exclude members of an IRB from reselling or outsourcing certain aspects of their Internet business. For example, virtual ISPs do offer service levels which they do not themselves have the technical capability to provide, but which can be provide by a business partner with whom the virtual ISP had a service contract. ISPA suggests that the wording of this requirement be amended to extend to such a situation.

In addition, ISPA suggest that this requirement be phrased in the positive form: “Members may only not offer or promise service levels which are not reasonably feasible […]” 

· As already noted in the comments on the scope of the requirements, ISPA strongly opposes proposed requirement 5.3.3, which requires an IRB to set minimum service level guideline for its members’ services. ISPA does not believe that it is necessary or appropriate for an IRB to play such a role, particularly in the context of content liability legislation.

Further, the cost for an industry body to implement such guidelines would be significant. The Internet industry is a dynamic and innovative one, and new types of Internet services are launched every week. ISPs offer different combinations of caching, international access and national access Internet access services, which can vary depending on the quantity of traffic and the speed of the connection. ISPA does not believe it would be practical to try to develop service level guidelines for such a wide range of services.

ISPA believes that the highly competitive nature of the Internet services sector is currently sufficient to ensure that a wide choice of qualities of service is available at a range of appropriate prices. 


Content control 

· In 5.4.1, the undefined term ‘content provider’ is used. This sentence does not appear be a requirement for members of the IRB, but a legal statement. ISPA does not believe that an IRB can specify liability for a content provider (a third party) in its code of conduct, and suggests that this sentence be deleted.

· Requirement 5.4.2 states that members of the IRB are obliged to take action when they become aware of illegal or unlawful content or potentially illegal or unlawful content or conduct”. Any Internet content is potentially illegal. For example, Internet users download many illegal music files every day. However, Internet users also download many legal music files every day. This requirement would require members of an IRB to take action upon discovering any music files by virtue of the fact that they are potentially illegal content. ISPA suggests that any obligation to act be limited to clearly illegal or unlawful content.

· So some extent, requirement 5.4.3 contradicts the protections provided by Chapter XI of the ECT Act. The Act does not prohibit information system service providers from carrying, transmitting, caching, hosting or providing links to illegal or suspected illegal content. Instead, the Act provides a service provider with certain protections, as long as that service provider follows the established take-down procedure. If the service provider chooses not to obey a particular take-down notification, that service provider loses any special protections provided by the Act, but does not incur any specific liability for refusing to do so.

ISPA believe that is it critically important for freedom of speech that a service provider be given an option to take stance on content that is of unclear legal status. Clearly, a service provider should not host content that a court of law or some other authority has ruled to be illegal. But in a case where the legal status of content is unclear (perhaps, for example, if an unproven accusation of hate speech had been made against a particular web page), an ISP should not automatically be required to remove the content. Such a requirement would have a chilling effect on free speech.


· Further to requirement 5.4.3, there are some circumstances when an ISP must knowingly host content that it knows to be illegal. Child pornography legislation, for example, prohibits ISPs from deleting any material that could serve as evidence. 

· In addition, some of the actions specified in 5.4.3 – carriage and caching – are initiated by the client, not the ISP. Carriage of illegal content can be stopped, in most cases, by disconnecting the client, but caching will only cease after the cached data expired, which may only happen well after the ISP has been made aware of the illegal activity. Ideally, carriage, transmission and caching should be removed from this requirement, as they are client-initiated. ‘Host’ or ‘provide links to’ are appropriate activities since they are ISP initiated.

· Combining the previous three points, ISPA recommends that 5.4.3 be replaced with this text:

“A Member shall not knowingly host or provide links to content that it knows is illegal or unlawful (except when required to do so by law), or engage in conduct which is illegal or unlawful.”
· As noted in the comments on requirement 5.1.2, ISPA believes that clause 5.4.4 should be replaced with a more general requirement to co-operate with authorities in section 5.1.

· ISPA supports the exemption in requirement 5.4.5 of “obviously frivolous, unreasonable, vexatious or in bad faith” take-down notices. However, ISPA notes that the Chapter XI of the ECT Act does not grant such exclusions. The protection offered in section 75 applies only if a service provider removes or disables access to the data referred to in a take-down notice, without any exemption for frivolous or vexatious notices. In terms of Chapter XI, an ISP refusing to honour a frivolous take-down notice would lose the limitations on liability for that content. If service providers are allowed to exclude certain types of notices, this exemption must be specified in the Act, not in the IRB’s code of conduct.

· In requirement 5.4.6, ISPA believes that it is sufficient for members to be required to adhere to the IRB’s code of conduct, any disciplinary code and/or any decision of the IRB. ISPA does not believe that members should necessarily be bound by the decisions of any of the IRB’s subcommittee. Often, decisions are made by subcommittees within organisations, and then need to be ratified by the organisation or the members of that organisation. The code of conduct should not force members to be bound by decisions of sub-committees before those decisions have been ratified. ISPA therefore suggests that the words “or any of its sub-committees” be removed from this requirement.

· Also in 5.4.6, ISPA notes that the term ‘Disciplinary Code’ is introduced. ISPA notes that this term is not defined. Additional comment on this issue is included below in the comment on section 5.12.

· Many of the same concerns ISPA has regarding section 5.2.2 also apply to requirement 5.4.7. The ECT Act does not provide for the serving of take-down notices on the customers of information system service providers, but only on the information system service providers themselves. The portion of the requirement dealing with serving a take-down notice on a customer should be removed.


· ISPA believes that it is wholly unrealistic to expect members of any IRB to keep records of all of the complaints received over a three-year period, as specified in requirement 5.4.8. The help desks of ISPs and other service providers handle thousand of queries each month, many of which could be considered as ‘complaints’. These queries are a part of the day-to-day functioning of an ISP and should be excluded from any mandatory recording or reporting function.

Members should only be required to keep copies or records of take-down notices received in terms of the ECT Act, and of material that has been taken down as a result. Maintaining a record of general complaints should not be a requirement.

· For the purposes of section 5.4 in general, ISPA urges that the Department of Communications liase with the Film & Publication Board, to ensure that this section meets any requirements the Board may have in terms of the recent amendments to the legislation dealing with child pornography on the Internet.

Consumer protection

· ISPA supports requirement 5.5.3, but opposes requirement 5.5.2. The Advertising Standards Authority (ASA) has well established and understood standards and regulations for advertising. While requirement 5.5.3 sensibly binds members of an IRB to those standards, requirement 5.5.2 proposes a separate set of advertising standards and requirements, which contradict those set by the ASA.

Specifically, a certain level of exaggeration is permitted in advertising, and is standard practice in the marketing sector. The inclusion of requirement 5.5.2 essentially sets a separate, parallel set of advertising rules just for IRBs recognised by the Minister. ISPA strongly recommends against such a step, and suggests that 5.5.2 be deleted.

· As noted in the comments on requirement 5.1.2, ISPA believes that clause 5.5.4 should be replaced with a more general requirement to co-operate with authorities in section 5.1.

Privacy and Confidentiality Protection

· ISPA notes that specific privacy legislation is pending, and that members of an IRB should be required to obey relevant sections of any resulting Act. The guidelines used by the Minister should also be kept current with privacy law.

· In requirement 5.6.2, the terms “personal information” and “express prior permission” would benefit from definitions. Would personal information extend to aggregate statistics on the number of Internet users each ISP supports? Does an existing business relationship constitute the express prior permission of the subject?

· Requirements 5.6.3 through 5.6.5 are also somewhat vague because of a lack of definitions. What constitutes “commercial information” (in 5.6.4), and why should the confidentiality of a client’s commercial information (e.g. financial records) be protect more than the confidentiality of a client’s non-commercial information (e.g. medical records)?

· While ISPA supports a requirement for members of an IRB to respect their customers’ confidentiality, in the context of requirement 5.6.3, it should be noted that ISPs do occasionally have to read customers’ electronic mail for operational reasons. Most email is sent in plain text, and this means that in the course of upgrading, fixing or debugging an email server, any messages stored in plain text could be read. (Encrypted email cannot be read by an ISP – the file would appear in its encrypted form on the mail server.)

Copyright and Intellectual Property Protection

· In 5.7.2, (as with 5.2.2 (d) above), ISPA suggests replacing “…a guarantee that…” with “…an undertaking that…”

· ISPA suggests that requirement 5.7.2 should be moved to section 5.2 (Standard Terms of Agreement), and that the requirement to “contractually require” rather be a requirement to include an intellectual property rights clause in the Standard Terms.

Spam protection

· ISPA supports all of the requirements in 5.8, but suggests that 5.8.3 could be moved to section 5.2. (Standard Terms of Agreement).

· In 5.8.3, ISPA suggests that “guarantee that” be replaced with “undertake that”.

Protection of Minors

· ISPA again notes that rather than define new terms (such as ‘Potentially Harmful Content’), existing Film & Publication Board terminology should be referenced.

· While ISPA supports requirements 5.9.2 and 5.9.3 in principle, we suggest that service providers with no consumer customers should be exempt from these clauses. Many ISPs only offer services to corporate clients, where no minors access the network. It would not make sense for these ISPs to be forced to obey requirements 5.9.2 or 5.9.3.

Cybercrime

· Requirement 5.10.1 is very broad. A service provider should not have an obligation to protect just “any data”, since this could include data stored on a client’s home PC, which the client has not secure sufficiently. Similarly, a service provider should not have to provide free security services to a server-hosting client who happens to have an insecure and poorly managed server. A service provider should only have an obligation to secure information that is on its network and under its control.

· Requirement 5.10.2 is even broader. Clients of Internet service providers regularly access data without specific authorisation, by visiting web sites, for example. Clearly clients of ISPs should not be required to obtain specific authorisation from the owner of every web site that the client wishes to visit. Such a requirement would also prevent corporate clients from intercepting their employees’ data, even though they might otherwise have a legal right to do so.

· As noted in the comments on requirement 5.1.2, ISPA believes that clause 5.10.3 should be replaced with a more general requirement to co-operate with authorities in section 5.1.

Complaints and Take-Down Procedures

· Subsection 75(2) of the ECT Act states:


“The limitations on liability established by this section do not apply to a service provider unless it has designated an agent to receive notifications of infringement and has provided through its services, including on its web sites in locations accessible to the public, the name, address, phone number and e-mail address of the agent.” [our emphasis]

In ISPA’s reading of this subsection, the service provider must appoint an agent who will receive take-down notifications on behalf of the service provider. Almost all of ISPA’s members have expressed a desire to appoint ISPA as their agent to receive take-down notices. ISPA therefore has a procedure for processing take-down notices it receives, and ensuring that – when valid – they are passed on to the service provider concerned and that appropriate action is take by that service provider.

The procedures details in section 5.11 of the proposed guidelines assume that the take-down notice will first be sent to the ISP, and may then be referred to the IRB. ISPA’s current procedure (for those ISPs for whom ISPA has been appointed the agent) has the appointed agent (ISPA) evaluating notices based on the legal requirement of the ECT Act, and then referring them to the ISP.

ISPA suggests that the proposed requirements should accommodate the appointment of an agent as described in section 75 of the Act.

· As noted in the comments on proposed requirement 5.4.5, above, ISPA supports the exclusion of frivolous, unreasonable, vexatious or bad faith take-down notices, but notes that Chapter XI of the ECT Act does not grant such exclusions.

· For requirement 5.11.3, please refer to the comments on the Standard Terms of Agreement (section 5.2) above for ISPA’s comments on the applicability of take-down notification procedures to clients of IRB members. ISPA does not believe that the scope of the ECT Act provides for take-down procedures to be applied to the customers of information system service providers. Similarly, the Complaints Procedure of the IRB can only apply to complaints levied against members of the IRB. The IRB has no jurisdiction over complaints levied against the clients of its members, nor should it have.

· A link to the complaints and take-down procedures should suffice in requirement 5.11.4, so that members of an IRB can refer to the IRB’s complaints and take-down procedures, rather than maintaining many duplicate copies of the same procedures across all members’ web sites.

· In 5.11.5, rather than specifying a list of sample complaints, ISPA suggests that members should “receive and investigate complaints made in terms of the IRB’s code of conduct”, which covers all of the issue specified in the code, and any future additions to the code.

· Requirement 5.11.8 seems to assume that an IRB will have a “Complaints Committee” or a “Disciplinary Committee”, but the next section instead refers to a “Disciplinary Body”.

Disciplinary Procedure

· As also noted in the comments on requirements 5.4.5 and 5.11.8, several terms in section 5.12 relating to the disciplinary procedure lack definitions. Specifically “Disciplinary Code” and “Disciplinary Body”. It is not clear from the proposed requirements what constitutes a disciplinary code, or if there are any specific requirements for an IRB’s disciplinary body. ISPA suggests that this section be clarified accordingly.

· Similarly, in 5.12.5 a disciplinary hearing is referred to, but no indication is given as to what constitutes a disciplinary hearing.

· In section 5.12.6, the words “and in addition” between points (a) and (b) should be deleted, since the preceding line already states “make take one or more of the following actions”.

· In 5.12.7, the IRB should only be required to retain records of complaints lodged with the IRB against its members. There should not be any requirement for the IRB to retain records of complaints made directly to its members by clients or other persons.

ISPA also notes that the IRB will most likely not have copies of the removed material, since a service provider alerted to illegal content on the provider’s network could be committing a crime by transmitting a copy of that illegal material to the IRB.

ISPA suggests that requirement 5.12.7 should be reworded as follows: “The IRB shall retain records of all complaints lodged with it against its members and records of all disciplinary proceedings for a period of three years”.

Monitoring of Compliance

· As noted above in the comments on requirement 5.4.8, ISPA believes that it is wholly unrealistic to expect members of any IRB to keep records of all complaints received. Requirement 5.13.1 extends this by requiring member to report all complaints to the IRB. ISPA believes that members should be obliged only to report take-down notifications, and not more generic complaints.

PREFERRED REQUIREMENTS

Given their optional nature, ISPA’s comments on the preferred requirements are more limited than the comments on the minimum requirements above.

Standard Terms of Agreement

· ISPA believes that it is not appropriate for an IRB to require its members to enforce their clients’ compliance with Chapters VII and VIII of the ECT Act, as suggested in 6.2. Where such provisions apply to the client, the client is already bound to comply with those provisions as a matter of law.

· Requirement 6.2 (c) is vague. What would constitute “adequate safeguards” in the case of a dial-up home user? And in the case of a corporate client? Or a school?

Service levels

· The “minimum service levels” referred to in 6.3.1 do not currently exist. There are few generally accepted standards for specifying service levels for Internet services. Further, since service levels between two end-users depends on the quality of service offered by all service providers between the two users, it may not be meaningful for any one service provider to claim adherence to a specified service level.

· ISPA is cautious about requiring service providers to provide a “redirection facility” to a client, as required in 6.3.6, without some definition of “redirection facility”. In cases where a client transfers a domain name to another ISP, the first ISP cannot technically provide any redirection of the client’s communications, since the client’s domain name is now outside of the control of that ISP.

· ISPA requests clarity of the meaning of “caching directions or restrictions” in section 6.3.7. For the most part, web caches are technical measures applied universally to all of a service provider’s clients, in order to optimise the flow of traffic on a service provider’s network. It may not be feasible for a service provider to change its caching methodology to meet specific requests of a single client.

Content control

· ISPA believes that members of an IRB should never be forced to require their clients to adopt content classification or identification systems, as mooted in requirement 6.4.2. Adoption of content classification systems should be a matter of choice for the users of the service, and not a contractual obligation.

· Requirement 6.4.3 is unworkable. Why should an IRB require the clients of its members to adhere to specific advertising regulations? Such a requirement falls well outside the authority of any IRB.

Consumer protection

· Requirement 6.5.2 duplicates requirement 5.5.3.

· ISPA believes that requirement 6.5.6 is unworkably broad. Are ISPs expected to provide clients with instructions on access all possible types of Internet content, and any possible file types?

· In requirement 6.5.8, it may not be appropriate for service providers to supply full identification criteria (such as ID numbers) for its members of staff when offering consultancy services to clients. Service providers should not be compelled to share employees’ private personal information.

· Requirement 6.5.9 is unworkable as written. Information and data change on a constant basis. Does this requirement compel a service provider to give advanced notice of changes to its web site (which is clearly a form of data)?

· Again, ISPA believes that members should not be compelled to require their clients to comply with relevant legislation, as written in section 6.5.10. If the clients are required to comply with specific provisions as a matter of law, then they should do so without their service provider being required to exert contractual pressure.

Further, it makes no sense for some clients of a service provider to adhere to the requirements of 6.5.1 through 6.5.9, as required in 6.5.10. For example, a client in the service industry will not need a refund and exchange policy (6.5.5).

Privacy and Confidentiality Protection

· Requirement 6.6.8 is another clause compelling service providers to require their clients to comply with provisions of the ECT Act. As above, the provisions of the Act are a matter of law, and service providers should not be required to include them in their contracts.

Similar to 6.5.10, 6.6.8 also requires members of an IRB to compel their clients to do things such as “advise users” when this may not apply to all clients.

Spam Protection

· The proposed requirement 6.8 states that “members shall follow the best industry practice in providing spamming software to clients […]”. ISPA suggests that “spamming software” should be replaced with “anti-spam softare”, otherwise there is a requirement for service providers to make available software used to generate spam!

Cybercrime

· In 6.10.3, members are required to establish the “identity and physical whereabouts of all clients”. No service provider can seriously be expected to keep track of the physical whereabouts of all clients. This requirement should be deleted.

· The requirements of 6.10.5 may be impractical for SMME service providers, many of whom do not provide 24-hour customer support.

Complaints and Take-Down Procedures

· As above, a “round the clock hotline” may be outside of the capability and staffing resources of SMME service providers.

4. Specific comments: Checklist of Adequate Criteria

This section contains specific comments on part two of the proposed guidelines: “Checklist of Adequate Criteria”.

· The introductory paragraph at the beginning of this part states that “All Applications for Membership to the [Name of IRB] shall comply with the following minimum criteria”.

ISPA does not believe that requiring members of an IRB to be fully compliant with a Code of Conduct upon application for membership to the IRB is an optimal way of ensuring high standards of conduct in the industry. ISPA’s current practice is to allow new members 30 days during which to become complaint with the ISPA Code of Conduct. This allows the new members to get support and assistance from ISPA’s staff in becoming compliant, rather than rejecting a potential member who does not fully understand how to become compliant. At the end of the 30-day period, the new member is require to submit a code of conduct compliance form, confirming that the member now complies with the ISPA code.

· Many of the items on this checklist may need revision, depending on modifications made to the list of requirements in part 1, section 5.

· ISPA does not believe that minimum service levels should be set for Internet services. Section 3.1 through 3.3 should be removed from the checklist. In particular, the requirement of 3.2 is extremely vague, and unnecessary.

· Item 4.5 on the checklist should include the text “except where prohibited by law”.

· Some items on the checklist may not apply to all sorts of service providers. For example, corporate access clients may not require information on protecting minors from harmful content (item 9.2). The checklist should allow for such exceptions.

· Similarly, checklist item 11.1 should not exclude the possibility of reasonable exceptions, as noted above.

5. Specific comments: Monitoring of Code of Conduct

This section contains specific comments on part three of the proposed guidelines: “Monitoring of Code of Conduct”.

Nature and Independence of the IRB

· In clause 1.3 (c), reference is made to ‘dispute resolution mechanism’, but this is not explained further or defined. ISPA requests clarity on what dispute resolution mechanism is referred to here.

Complaints Procedure

· ISPA requests clarity on what constitutes “adequate knowledge and awareness” in the context of clause 2.1.

· Clause 2.2 should read “Is there proper record keeping […]”

· Does 2.2 refer to the IRB keeping records of complaints lodged with the IRB against members, or to members keeping records of client complaints?


· Clause 2.6 requires ISPs to notify the IRB of all complaints. As discussed earlier, ISPA believes that there should be a reporting requirement only for take-down notifications, and not for more general complaints directed at members.

Monitoring Procedures

· Clause 4 (f) implies that an IRB should conduct regular spot checks on “sites” to check compliance. It is not clear what is intended here – is an IRB expected to check the web sites of its members for compliance with the code, or is the IRB expected to undertake more general checks of “sites”?

· Clause 4 (i) again raises the issue of ISPs maintaining records of all complaints, a requirement that ISPA believes to be excessive. Service providers should only be required to keep records of take-down notices.

Reporting duties

· Clause 8 envisages that an IRB shall provide an annual report to the Minister. ISPA has no objection to the requirement to provide statistics on take-down notices received and disciplinary action taken against members.

However, for reasons already noted several times above, ISPA does not believe that it is feasible for the industry to compile statistics on general complaints to service providers.

Also, ISPA believes that it is inappropriate for an independent, privately funded industry body to have to report on its finances to the Minister as specified in clause 8(a). It also does not seem appropriate for the Minister to be able to require unspecified information from an IRB provided by 8(d). No industry body can be reasonably required to commit to providing unspecified information on demand at some future time. In the interests of transparency and fairness, it should only be a requirement for the following information to be provided to the Minister: (a) membership of the IRB, (b) statistics on take-down notices received, (c) any disciplinary action taken against members.
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