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31 January 2004

Dear Ms Louw, 

Re: The South African Law Reform Commission (“SALC”): Issue Paper 24 – Project 124 - Privacy and Data Protection

The Internet Service Providers Association (“ISPA”) is a South African Internet industry body not for gain. ISPA currently has 71 members comprised of large, medium and small Internet service and access providers in South Africa. Formed in 1996, the ISPA has historically served as an active industry body, facilitating exchange between the different independent Internet providers, the Independent Communications Authority of SA (“ICASA”), operators and other service providers in South Africa. Pursuant to the promulgation of the Electronic Communications and Transactions Act, 25 of 2002 (“ECT Act”) ISPA applied to the Department of Communications for recognition as an industry body for the Internet Service supply sector. We have also published a Code of Conduct, which our members are required to sign and adhere too. ISPA is committed to excellence in service provision and assisting in the development of the Internet in South Africa. 

We commend the SA Law Commission for publishing a timely and thoroughly researched document on privacy and data protection. As we have been involved in all recent legislative processes to date impacting on privacy, namely the ECT Act and the Regulation of Interception of Communications and Provision of Communication-Related Information Act, 70 of 2002 (“RIC Act”), ISPA is happy to respond to your questions and offer any technical assistance the SALC may require in finalizing this process. 

We also thank the SALC for the time extension granted to us in making this submission. 

No part of this submission should be regarded as or treated as confidential.
Please liaise with Ms. Elaine Zinn of the ISPA Secretariat should you have any queries with regard to this submission. Ms. Zinn can be contacted on Tel: (011) 314-7751 or Elaine@ispa.org.za 

Sincerely,

ISPA Co-chairs

Greg Massel and Masedi Molosiwa

1.
ISPA believes that the scope of the inquiry and the legislative efforts to follow should pertain to all of the areas listed in 1(a)-(e). 

(a) Both automatic and manual files must be included generally and in light of the fact that the ECT Act covers both and affords them equal status.

(b) While only natural persons are protected by the Promotion of Access to Information Act, Act 2 of 2000 (the "PAI Act") for the purposes of data protection, ISPA believes that protection should be afforded to juristic persons as well, given that there are potentially multiple levels of privacy within a company. For example, a company's financial statements compared to sensitive financial information, which need not be included in the financial statements. This also accords with judicial pronouncements on legal personality. 

(c) ISPA agrees that the investigation should cover the private and public sector.
(d) ISPA agrees that the investigation should cover both sound and image data.
(e) While international trends may suggest excluding the processing of critical data, ISPA agrees with the SALC that, in light of section 54 of the ECT Act authorising the Minister to declare a database as a critical database, the data protection principles should apply. The application of such principles should apply at least until the relevant regulations are developed giving sufficient protection to information that may be contained in such data bases and it may be worth preserving their application even after such regulations have been gazetted.

(f) ISPA agrees that personal information kept in the course of a purely personal or household activity should not be subject to any requirements for data retention, but should be covered by privacy legislation, in addition to the common law protection afforded to it.


We address question (2) and (3) together, below.

ISPA recognises an important role of the state in ensuring adequate privacy protections. 
Section 14 of the Constitution guarantees a general right to privacy for individuals. This right, coupled with the right of individuals to access information held by state and private bodies, extends to informational privacy. While the common law offers limited protection, the advent of technology, its pace of change and its complexity requires specific legislation to protect data and privacy. It is unlikely that the constitutional right to privacy could be effected without such legislation and the necessary oversight bodies. At the same time, this right to privacy is not absolute and may be limited in appropriate circumstances, provided due process is respected and transparent mechanisms are in place. The nature of electronic communication does, at times, lend itself to abuse and misuse. This limitation however requires a properly resourced oversight body/person (such as a privacy commissioner/ombudsperson/regulator) to ensure that the rights granted to individuals can be enforced and to ensure that where these rights need to be suspended, that they are done so with the maximum respect for the right as a whole. Moreover, an adequately resourced oversight body/person is important to ensure that individuals and companies can have recourse to the law without the need for expensive and lengthy court processes.


4. ISPA believes that distinctions can be made between the private and the public sector in privacy legislation, however the principle of accountability should apply strictly to both. The public sector should be subject to an absolute prohibition against commercialising data it has gathered on citizens, while the private sector should be allowed to do so, within certain limitations. Private companies that were previously part of the public sector, or which are partially owned by the government, need to be considered specifically given the information asymmetries that favour these companies. For the purposes of privacy legislation, ISPA believes that such companies should be treated as public sector entities.

5. While we do not have a specific comment with respect to the credit bureaux, ISPA believes that consumer protection generally can stand to be strengthened throughout all current and relevant legislation, e.g. the ECT Act and the PAI Act. For example, even where legislation does build in protection for consumers, there are serious problems with enforcement. For example, the PAI Act provides for the right to have personal information corrected on a data- base if found to be incorrect; however, to do so requires a court order, which is impractical and raises the barriers to utilising this provision. 

To cultivate a privacy culture in SA, ISPA believes that it is incumbent upon government to launch educational campaigns on the right to privacy and access to information. It is also important to link privacy rights to increased usage of information and communication technologies. Many users of electronic communications do not trust these networks to secure their data. Where data gathering bodies are subject to codes of conduct, these should be publicised and users educated on the implications of a data controller/gatherer violating such codes. ISPA has a code of conduct for members and all our members have to clearly display their privacy policies on their Internet web sites and draw users attention to the existence and provisions of such policies and we believe that similar provisions should bind other entities.


6. Direct marketing is an important part of commercial activity both in the online and offline world, but has clearly shown itself open to abuse through the years. While balancing the rights of companies and individuals is a delicate task, the technological ability to harvest personal information (such as collecting IP addresses
 and gathering lists of subscribers) makes it difficult to control. 

It is also important to note that while Direct Marketing Associations are taking steps to minimise unsolicited advertising, these associations do not represent the bulk of the unsolicited senders of information, particularly in the area of unsolicited email (spam). Spam 
continues to grow as a problem in the Internet market despite both technical and legislative measures in South Africa and around the world. ISPA believes that thought should be given to the legality of the creation and selling of databases containing contact details such as an email address. There are individuals/groups who generate vast lists of valid email addresses, which they in turn sell to interested parties who wish to market a product or service to a wide audience, often with little understanding of the problem such a practise creates. The generation of such a database does not involve or require an opt-in or opt-out process, as e-mail addresses are harvested from websites, newsgroups and virus emails.

While the provisions in the ECT Act are an excellent start to dealing with unsolicited email by attempting to ensure that a particular sender will not send spam again after being requested to desist from such practice, it is inadequate protection. These provisions are largely reactive and not proactive with respect to the gathering of such data. Attention should be given to this in specific privacy legislation or through amendment to the ECT Act.

7. As an industry organization, ISPA does not have a specific view on personal medical information, save to suggest that this is an important area of online activity in which much data sharing takes place. We would be happy to offer the SALC any support it requires in advising on the technical aspects of network security during the SALC's deliberations. 

8. ISPA believes that for all the reasons set out in the SALC’s discussion document, financial privacy requires specific attention and the data protection principles, as well as the EU Directive should be complied with. From the Internet industry point of view however, there should be sufficient liability protections built in for Internet Service Provider’s (ISPs) and value-added network providers who merely carry the traffic (both transactional and stored) of financial institutions but who do not generate or process such information. Similar provisions exist in the ECT Act, but would not extend to this situation without amendment of the ECT Act. A Data Protection law should, in our opinion, address this lacuna.


9. ISPA believes that there is a strong need for specific research and attention to be given to workplace privacy. There is also some uncertainty arising from section 4 and 5 of the RIC Act regarding monitoring in the workplace, which needs to be addressed. The media have already seized on various cases of abuse and by and large, workplace privacy appears to be regulated on an ad hoc basis, often dealt with in employment contracts. We are of the firm view that specific principles need to be developed and standards put in place to which all companies need to adhere, which balance the privacy rights of individual workers with the needs of employers. An appropriate compromise seems to be allowing employers to monitor their networks for traffic, unauthorised content, security risks, transactional content and the like as permitted in Section 5 if the RIC act, but requiring specific employee consent to targeted monitoring of individual communications.

10. ISPA does not believe that an omnibus piece of legislation is required. In our opinion, the better approach in order to allow Privacy and Data Protection to interact with existing legislation touching on privacy, should be to supplement such legislation and address gaps not dealt with in existing legislation. While this may lead to piecemeal reform, these laws (ECT Act; RIC Act, Financial Intelligence Centres Act) all deal with different aspects of privacy and require attention where they are lacking. To repeal the relevant sections of each and cater for them in an omnibus law may result in new gaps emerging or existing ones being perpetuated. Supplementation to existing laws should include:

· Re RIC Act requirements for data retention: As specified, clarity is required on the retention periods for different types of information. While this may be dealt with in the directives currently being developed, ISPA believes that this would be better secured in legislation.
· Re the ECT Act: The privacy protections contained in this Act are entirely voluntary and therefore carry almost no weight. We also believe some attention needs to be given to assessing whether there is a need to differentiate between online and offline data retention.
· Re other legislation: It would certainly be useful to supplement common law guidelines on data retention where these are unclear.
11. While the opt-out approach is generally considered a more favourable approach by most industry, ISPA does not necessarily believe that it constitutes a valid consent by the customer. Obtaining “affirmative consent” is clearly better reflected by the “opt-in” approach, particularly prior to using or disclosing information about a subscriber/customer’s use of a service. That said, the approach to using opt-in/out does depend to a degree on the type of information being gathered. Generally the right to privacy is better served by a standard of opt-in, which presumes that information is not used or disclosed unless the individual takes an explicit action allowing it. The opt-out approach tends to favour industry and shifts the burden of privacy protection to the consumer. Network information about an individual’s use of a network (traffic and transactional data) lends itself to an opt-in approach to facilitate privacy. The collection of other information (for example, as to reading interests, surveys etc) while open to abuse, the aims of appropriate personal privacy can still be achieved if using an opt-out approach, provided the option is clearly identified and the customers attention is clearly drawn to the option. Thus for an online mailing list for example, we believe that the “opt-in” approach should be used, which is also generally better for all automated databases. In the current environment in which SA finds itself, with a large informational and electronic literacy problem, we believe that the opt-in approach should be followed as a general rule, but suggest that this issue is given further attention in deliberations. A hybrid model could also be explored. Clear and obvious disclosure notifications should be mandated in both cases. 


12. ISPA believes that data sharing is an integral part of commercial activity, but requires stringent technical and ethical standards. In many cases, it is important to have mechanisms for data sharing, for example, to advise other ISPs of hackers and spammers. In a commercial situation, we believe that where practical to implement, the requirements should be affirmative consent by the customer/subscriber. Again, ISPs and other VANS acting as a mere conduit for this data but not generating or controlling such data should continue to enjoy the limitation of liability set out in the ECT Act. 

13. The questions raised regarding public sharing within the public sector are, in our view, consistent with the public understanding of the PAI Act. The vast majority of our citizens are wholly ignorant of the mere existence of the right to access information entrenched in the constitution and as further detailed in the PAI Act. There is a massive educational drive necessary in this regard. Even if greater awareness is achieved, the over complicated enforcement processes involved in the PAI Act (requiring litigation over the most simple dispute) dilute the value of the legislation.

a) The public perceives government as a vast repository of individuals personal information and are not aware of the concomitant obligations on government to provide access to such information within defined parameters or to correct such information if not accurate.

b) The public are not aware of obligations on government to ensure accuracy and appropriate maintenance of information, through legislation like the PAI Act, the ECT Act and others. This ignorance is compounded by lack of clear government information in this regard.

c) Most citizens, in our experience welcome the appropriate sharing of government held information where it ensures greater accuracy and access to services, however concerns are validly expressed about an over centralisation of government held information if the protections provided by current legislation are not understood. Furthermore, the reliance on outdated court processes to ensure compliance with these protections undermines their benefits and the implementation of appropriate oversight bodies/persons (such as a commissioner/regulator/ombudsperson) would go a long way to correct this. 

14. In principle, ISPA is not opposed to data profiling and views it as a natural element of marketing policy, provided the individual is not identifiable as a result of the profiling. In practice however, Internet users are uniquely identifiable by the IP (Internet Protocol) address, which is assigned to them when they connect to the Internet. While it may not be immediately practical or possible for any third party to tie that IP address to a name and address, it is technically possible to track that IP address as the person 'surfs the web'. This is standard practise with online advertising companies, which may advertise on many websites. Some advertisements leave a cookie on your computer, which is an additional level of unique identification, and this cookie can be used to harvest personal information and surfing habits. In the same measure, by merely accessing the image of an online advert, you are leaving an 'imprint' of your IP address in a log on a web server. If the same advertising host advertises on millions of web sites, it becomes easily possible to track user habits by processing the logs each time an advert is viewed, and by requesting referrer information in each instance. (Each time you click a link to go to a website or another section of the website, the web server on the receiving end not only gets information on the file you want, but also information on which link directed you there. This information is very useful for statistical analysis of who uses a website, and is largely harmless when it is impossible to tie an identity of an individual to an IP address.)  Thus, in line with our above comments, we believe that affirmative consent should be required because of the potential for a trail to lead to a customer through an IP address and cookies. 


15. ISPA submits that security issues have not been adequately dealt with in the ECT Act. The provisions in Chapter 8 of that Act dealing with the protection of personal information are entirely voluntary. At a minimum, with regard to payment systems we believe that security standards need to be technology independent, and not platform specific. 


16. ISPA urges the adoption of all 11 principles of data protection in the SA legislation on privacy and data protection. Various commercial opportunities exist for data outsourcing, both domestically and internationally and if our national standards do not conform to international requirements, specifically the EU’s directive, this will inhibit full exploitation of those commercial opportunities. 

17. The precise institutional design of the entity/person responsible for privacy regulation is a matter for government decision based on an assessment of needs and resources. It appears from the international and certainly the Canadian experience, that a privacy commissioner, both on a national and provincial basis may work well in the South African case. However, whether the entity is a single person, or has regional officers/offices, we urge the SALC to lobby government to ensure that this ‘regulator’ is adequately resourced to carry out its mandate. This should apply to both financial and human capacity and also requires sufficient insulation and protection from other arms of government. We would even suggest that such a person/office be afforded Chapter 9 protection as envisaged by the Constitution. Finally, this office should be coordinated and streamlined with other sector regulators to ensure effective regulation of the sector.

18. Our answer to Question 16, above refers. ISPA believes that SA’s international trade aspirations would be adversely affected by the adoption of a privacy model is adopted that is considered inadequate by international and EU standards. This impact would not only be felt on a bilateral basis, but on the multilateral level. This would result in lost opportunities for database warehousing, and possible cross border trade in financial and telecommunications services. Moreover, as the SADC region moves towards a trade bloc in 2008, SA’s policies should be a guiding best practice for the region and capable of adaptation by our regional trading partners. 


Other issues not addressed by the Discussion Document:


(a)
As the SALC may be aware, the Department of Communications is currently in the process of drafting directives for the implementation of the RIC Act, in consultation with industry. This Act has some severe cost implications for the communications industry and currently cost-sharing models with the government have been precluded which will certainly have an impact downstream on smaller providers and consumers. We urge the SALC to ensure in its proposals for legislation that the costs for the protection of privacy are not onerous on service providers and operators. While we wholly support the creation of a privacy culture in SA, and the development of legislation to facilitate the development of that culture, we wish to avoid a “double taxation” for our members who have to absorb the costs of enabling surveillance and at the same time protect privacy. 

(b) 
We note the SALC’s definition of an “Internet Service Provider” as “a company that provides persons with access to the Internet.” While this broad definition – drawn from the Victorian (Australia) Law Reform Commission is useful, ISPA wishes to highlight that having disparate definitions of an entity in different legislation and regulations has already caused much confusion in the telecoms sector. The governing legislation for the sector, the Telecommunications Act No. 103 of 1996, does not offer a definition of an ISP. Moreover, the definition proffered in the SALC Discussion Document does not take into account the various levels of provider along the Internet value chain. As such, it risks placing the burden for privacy protection on access (first tier) providers and not on other content providers who may still gather data. 

While we do not wish to offer a fixed definition, the following differences should be highlighted: an Internet Access Provider (IAP) is a company that is specifically in
the business of selling access to the Internet. The term Internet Service Provider (ISP) refers to a broader range of companies. An ISP might provide Internet access (and would then also be an IAP), but may only provide other Internet services, such as content development or security consulting. The terms ISP and IAP are frequently used interchangeably. In particular, it is common to see ISP used to refer to access providers, where IAP would be more accurate.  We suggest that legislation take cognisance of this difference.
� An Internet Protocol (IP) address, assigned to every computer connected to the Internet, consists of numbers, which can be used in different ways to identify a particular network or computer/host connecting to a TCP/IP network. These numbers are usually assigned in country-based blocks, and can be used to identify for example, the country from which a computer is connecting and, with certain information, the user of that computer. 
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