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1. Introduction

The Internet Service Providers’ Association (ISPA) once again welcomes the opportunity to comment on the draft directive for Internet service providers (ISPs). The comments in this submission refer to draft 4.3 of the directive, as provided to ISPA by the Department of Communications at a meeting held on September 2, 2004.

ISPA notes that draft 4.3 differs from the draft published in the Government Gazette on 13 August 2004, and the draft directive available on the Department’s web site.

These comments are based on online discussions, comments made at the iWeek conference held between September 8-10, and an ISPA workshop held on September 15, 2004.

2. Comments on the draft

Section 1: Definitions

· The term “client” is defined, but not used in the directive. ISPA suggests that this definition therefore be removed.

Should it be maintained, the words “or archived communication-related information” should be deleted from this version of the directive.

· Likewise, in the definition of “interception target”, the words “or archived communication-related information” should be deleted. Given that archive retention will be covered in a future directive, or in an amendment to this directive, this portion of the definition should only be included in that future directive. 

Section 2: Application

· The draft directive applies only to Internet service providers with VANS licences. ISPA notes that other types of telecommunications licence holders also provide Internet services. 

Specifically, Sentech provides Internet access in terms of its Multimedia service licence, and Wireless Business Solutions (WBS) provides Internet access using its National Mobile Data service licence.

Section 4: General requirements in respect of interception

· Subclause 4.1 (c) is a new addition to the directive since draft 3.1, and it lists several possible identifiers for an interception target. ISPA’s members have identified problems with some of the identifiers listed:

“RADIUS login information” is not a technology-neutral identifier, but a specific sort of access authentication technology. ISPA suggests that an appropriate replacement would be “access login user name”.

Targeting based on “e-mail address” can only be done if the ISP in question hosts the target’s electronic mail. ISPs cannot identify targets based on e-mail addresses for e-mail hosted with another service provider. ISPA suggests the addition of “(if hosted by the ISP)” to this identifier.

ISPA does not believe that “chat identity” is a valid identifier for a target. It is not defined in the directive. People chat on the Internet using innumerable programs, protocols and identifiers. A few of many examples would be: Microsoft Instant Messenger, ICQ, AOL Messenger, Internet Relay Chat (IRC), Javascripted chat-rooms and Massively Multiplayer Online Roleplaying Games (MMORGs). Each user has many – possibly regularly changing – chat identities. Further, these services are rarely hosted by ISPs, and some function on a peer-to-peer basis and require no service provider. ISPA does not believe that there are any standards currently available for the interception of these chat services, and that this identifier should therefore be removed.

Similarly, ISPA believes that “web URL being visited” is not a valid identifier for an interception target. This would seem to provide for a directive that could seek to have an ISP intercept traffic to/from all customers accessing http://www.google.com. ISPA is not aware of any standards and technology for providing an intercept on this basis. Further, this would create a requirement for the ISP to intercept and inspect the contents of all customers’ data, in order to determine which customers are accessing a specific web site. ISPs should not be compelled to intercept the communications of customers who are not interception targets. This identifier should therefore be removed.

ISPA believes that “web e-mail address” would be adequately covered by the proposed “email address (if hosted by the ISP)” identifier, and can therefore be omitted. As for other types of email service, ISPs can identify a target based on a “web e-mail address” only if the web mail service is hosted by that ISP.

Based on these comments, ISPA suggests that 4.1 (c) be adjusted as follows:

[4.1 (c)] “ensure that the applied software and/or hardware equipment is capable of identifying the targeted communications on the basis of:

· IP address;

· access login user name (e.g. RADIUS login); and/or

· e-mail address (if hosted by the ISP).”

· In clause 4.7, ISPA suggests a minor addition:

[4.7] “The ISP shall, in relation to each interception target duplicate and route the packets of each successful establishment of an indirect communications to the IC.”

Section 5: Unchanged state of service

· ISPA would like to request that the words “In so far as is technically and practically possible” be prepended to clauses 5.1 and 5.2 as follows:

[5.1] “In so far as is technically and practically possible, interception shall be implemented and operated in such a manner […]”

[5.2] “In so far as is technically and practically possible, interception shall be implemented and operated in such a manner […]”

This would match these two clauses with 5.3 and 5.4, which have already been qualified. Without these additions there is a danger that ISPs could be required to implement an intercept in a way that is beyond currently available technology.

Section 6: Security requirements for interception

· Subclause 6.4 (g) refers to “proof of the authority” to send and receive. ISPA requests clarification on what will constitute proof of authority in practice.

· ISPA members have raised concerns that subclause 6.4 (i) binds ISPs to implement additional encryption measures with no consideration of costs. Given that clause 9.6 now specifies the standard for encryption on the communication link, ISPA requests that the text be modified as follows:

[6.4 (i)] “ the use of encryption as specified in section 9, and the use of additional encryption or other confidentiality measures to protect the routing of the results of such interception, at the cost of the IC, where this is specified in the directive or request;”
· Clause 6.5 incorrectly references paragraph “6.4 (l)”. This should read “6.4 (k)”.

Section 7: Technical and functional requirements in respect of interception

· Clause 7.3 seems to be redundant. Section 5 requires the ISP to offer an unchanged state of service to the client, and section 4 specifies that an ISP must route duplicates of packets of all of a target’s indirect communications. It is thus already clearly impossible for an ISP to provide the IC with a quality of service that is less than that offered to the target without breaching the requirements in sections 4 and 5.

ISPA questions the need for this clause.

· Clause 7.10 requires some specification of time. ISPA suggests:

[7.10] “The IC will, within a reasonable period after the event, be informed by the ISP of:”

· We also suggest that the IC be informed of:

[7.10] “(f) the temporary unavailability of the intercept measure to due infrastructure failure resulting from a virus or denial of service attack on an ISP”

· ISPA members feel that clause 7.12 needs to qualify the co-operation between ISPs and other telecommunications, to ensure that ISPs do not intercept beyond the scope of an interception order. We suggest this addition:


[7.12] “Where an ISP makes use of any other telecommunication service provider’s telecommunication system, both that ISP and the other telecommunication service provider must co-operate in the provision of interception, to the extent provided for in the interception direction”

· Similarly, clause 7.13 could benefit from the addition of some qualification. ISPA suggests this addition:

[7.13] “To the extent provided for in the interception direction an ISP must ensure that: […]”

· In clause 7.15, lettered points “(c)” and “(b)” are out of sequence.

· Also in clause 7.15, point (e) states “IP address and time stamp (time stamp indicating when the IP address was assigned)”. This implies that an ISP must maintain logs of IP addresses used at specific times. While this will clearly be the case once future directives covering archiving of communication-related information are published, the retention of such data is not specified in the current draft directive. To cover this gap, ISPA suggests that the following words be added to this point:

[7.15 (e)] “IP address and time stamp (time stamp indicating when the IP address was assigned) to the extent that an ISP has records of IP address assignment at that time”.

· Clause 7.17 is mis-numbered as “7.1.7”.

· In clause 7.18, “LEAs” should be replaced by “applicants”.

· In clause 7.19, “LEAs” should be replaced by “applicants”.

· As noted in ISPA’s comments on draft 3.1 of the ISP directive, clause 7.20 places an unqualified burden on ISPs to be able to intercept multiple customers simultaneously. ISPA strongly urges that the minimum number of simultaneous intercepts be qualified, as is the case for other categories of directives, by the addition of the following text:

[7.20] “[…] and all results of interception routed to the IC. An ISP must be able to intercept a number of simultaneous individual targets equal to at least 2 in 25000 individual customers, and a number of simultaneous corporate/organisational targets equal to at least 1 in 500 of such customers.”

Note here that ISP believes that there is an important difference between the interception of the traffic to/and from a single individual user, and the interception of all traffic to/from a large networked corporate customer, hence two different scales are suggested for the minimum simultaneous interception capability. 
Section 8: Facilities and Devices

· Clause 8.1 details the requirements for the positioning of interception devices in an ISP’s network. After examining the first, third and fourth bullet points, which all deal with server traffic, ISPA suggests that these can be replaced by the following consolidated point:

[8.1] “all network traffic to and from servers hosted by the ISP can be intercepted;”

· As noted in the comments on subclause 4.1 (c), “RADIUS” is not a technology-neutral term. ISPA suggests that the word “RADIUS” be replaced as follows in clause 8.1:

[8.1] “[…] all network traffic to and from RADIUS access authentication servers […]”

· ISPA believes that the text of the last bullet point contains a minor typographical error, and should rather read:

[8.1] “[…] all network traffic to and from an ISP’s customer can be intercepted”

· ISPA members have also raised concerns that the last bullet point in clause 8.1 will place a burden on ISPs to monitor traffic that is not actually Internet traffic. The term “all network traffic” could be take to mean the lower-level fixed line communications traffic that falls outside of the ISP’s control. ISPA suggests two possible rewordings here:

[8.1] “[…] all network traffic originating from or destined for an intercept target which is carried across the ISP’s network links can be intercepted.”

Or, alternatively:

[8.1] “[…] all Internet service traffic to and from an ISP’s customer traversing one or more of the ISP’s network links can be intercepted.”

Noting that ‘Internet service’ is already appropriately defined in the directive.

· Clause 8.2 also uses the word “RADIUS”. ISPA suggests the following modification:

[8.2] “[…] in provisioning an interception based on RADIUS access login information is minimised.”

Section 9: Security Requirements

· In clause 9.1, we suggest that “in an area” should read “in areas” to account for a situation where in ISP has interception provisioning terminals in two different locations (say Johannesburg and Cape Town.

[9.1] “Interception provisioning terminals must be housed in an areas with access controls […]”

· ISPA notes that clause 9.1 does not specifically exclude the possibility that an interception provisioning terminal can be securely accessed remotely. Given that the ability to remotely access the terminal in a secure manner is critical for ISPs to ensure the most efficient responses to interception requests, ISPA suggests that it may be necessary to clarify ISPs’ ability to access the provisioning terminals remotely.

· The anti-virus requirements outlined in clause 9.5 seem to place undue burdens on ISPs. For example, there is a requirement specified that “definition files” must be updated on “at least a weekly basis”. Since anti-virus vendors do not generally guarantee a weekly update of their definition files, an ISP could be in breach of this requirement despite having the very latest anti-virus software installed.  ISPA suggests some alternative wording for clause 9.5:

[9.5] “The provisioning terminals should have appropriate virus protection, and the virus protection chosen should be updated as often as is reasonably possible.”

Section 10: Functional Requirements

· Clause 10.1 contains several unnumbered bullet points. ISPA has comments on two of these.

Firstly, the third last point reads: “Systems administration (including configuration management, change management, backup and disaster recovery) of the provisioning terminal, databases and mediation devices implemented at the ISP”.

ISPA believes that these requirements need to be specified more clearly, since “systems administration” is a rather generic term. The following text is a suggested alternative:

[10.1] “[…] Any systems administration of the provisioning terminal, databases or mediation devices implemented at the ISP which is requested by the OIC;”

Secondly, the penultimate point reads: “Reporting on security breach attempts and failed access attempts to the OIC”. ISPA believes that it would be prudent to limit this requirement as follows:

[10.1] “[…] Reporting to the OIC on security breach attempts and failed access attempts relating to the interception provisioning terminals; and […]”

Section 11: Technical Requirements

· ISPA suggests two minor modifications to clause 11.1. The term “intercept related call content” is not defined, and should be replaced by “the result of interception”, which is. In addition, provision should be made for ISPs to install direct circuits to the IC.

[11.1] “The result of interception must be transmitted from the ISP mediation device to the interception centre through a shared or dedicated IP connection over the Internet or via a direct circuit to the IC. The hardware, software and bandwidth costs incurred to support this connectivity from the mediation device will be borne by the ISP.

3. General issues

This section contains some general comments on issues relating to the draft directive for ISPs.

3.1. Criteria for exemption of small service providers

The Department of Communications has requested ISPA’s input on criteria which could be used to determine whether or not an ISP qualifies for an exemption in terms of section 46 of the Regulation of Interception of Communications and Provision of Communication-related Information Act, 2002.

After debating this issue, ISPA believes that one mechanism for identifying ISPs for whom an exemption would be appropriate, is the minimum number of simultaneous intercept targets we have suggested for clause 7.20:

“An ISP must be able to intercept a number of simultaneous individual targets equal to at least 2 in 25000 individual customers, and a number of simultaneous corporate/organisational targets equal to at least 1 in 500 of such customers.”

Using these figures as a measurement, any ISP with at least 25000 individual customers or 500 corporate or organisational customers would be ineligible for an exemption. An ISP with less than 25000 individual customers and less than 500 corporate or organisational customers would be eligible to apply for an exemption, and would be required to use the equipment obtained using the assistance fund for any intercepts.

3.2. No undue preference to be given to the IC’s service provider

Some ISPA members have expressed concern that the IC’s service provider will be given an undue preference as a result of clause 11.1. The specific concern is that where other service providers will be required to provision connectivity to the IC at their cost, the IC’s Internet service provider could transmit any interception traffic to the IC via that ISP’s existing link to the IC.

In order to ensure that no undue preference exists, ISPA suggests that the IC’s service provider be required to separate the provisioning of capacity for interception traffic from the provisioning of Internet access services to the OIC.

3.3. Costs associated with compliance

Many ISPA members have raised concerns relating to the costs associated with implementing the directives. Our comments above relate primarily to the technical and practical elements of the directives and do not focus on the cost implications.

ISPA welcomes the assurances given by the Department of Communications at the meeting held on 2 September 2004, that the Department is committed to ensuring that the cost-burden for ISPs does not drive any service providers out of business. ISPA would appreciate an opportunity for further discussion with the Department on ways to reduce the implementation costs as far as possible, and suggests that such a meeting should be held once the Department has had an opportunity to incorporate any feedback received on the current draft directive.

3.4. Johannesburg Internet Exchange

One mechanism for reducing costs to ISPs, while simultaneously enhancing the IC’s connectivity would be the installation of a link between the IC and the Johannesburg Internet Exchange (JINX). 

Most of ISPA’s larger members already have high bandwidth connections to the exchange, and a connection between the IC and JINX would therefore provide a technically efficient and cost effective mechanism for those ISPs to connect to the IC. ISPA would welcome further discussion of this connectivity option.
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