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1. Introduction

The Internet Service Providers’ Association (ISPA) welcomes the opportunity to comment on the proposed cryptography regulations drafted in terms of the Electronic Communications and Transactions Act, 2002 (the ‘ECT Act’), which were published on 1 September 2004, in General Notice 1891 of 2004.

1.1. About ISPA

The Internet Service Providers’ Association (“ISPA”) is a South African Internet industry body not for gain. ISPA currently has more than 80 members, comprised of large, medium and small Internet service and access providers in South Africa. Formed in 1996, ISPA has historically served as an active industry body, facilitating exchange between the different independent Internet providers, the Department of Communications, ICASA, operators and other service providers in South Africa. 

1.2. Structure of this submission

ISPA’s comments on the draft regulations are divided into two sections. Section 2 (below) contains ISPA’s general comments on the application and scope of the regulations, while section 3 contains specific comments on the text of the proposed regulations.

The comments contained in this submission represent the concerns raised by ISPA’s members via electronic mail and during a workshop held on 28 September 2004.

2. General comments

This section contains some general comments ISPA wishes to make on the draft cryptography regulations.

2.1. Meaning of ‘cryptography provider’

During the public hearings held by the Parliamentary Portfolio Committee for Communications on the Electronic Communications and Transactions (ECT) Act prior to its adoption, concerns were raised repeatedly regarding the definition of ‘cryptography provider’. Specifically, many speakers at the hearings felt that the definition was overly broad and needed to be refined. The Chairmen of the Portfolio Committee indicated that concerns regarding this definition would be addressed in the resulting regulations.

ISPA notes with some concern that the draft regulations do not address this concern. The original concerns regarding the meaning of ‘cryptography provider’ are therefore reviewed again here.

The ECT Act includes the following definitions:

‘cryptography provider’ means any person who provides or who proposes to provide cryptography services or products in the Republic;

‘cryptography product’ means any product that makes use of cryptographic techniques and is used by a sender or recipient of data messages for the purposes of ensuring­—

(a) that such data can be accessed only by relevant persons;

(b) the authenticity of the data;

(c) the integrity of the data; or

(d) that the source of the data can be correctly ascertained;

‘cryptography service’ means any service which is provided to a sender or a recipient of a data message or to anyone storing a data message, and which is designed to facilitate the use of cryptographic techniques for the purpose of ensuring­—

(a) that such data or data message can be accessed or can be put into an intelligible form only by certain persons;

(b) that the authenticity or integrity of such data or data message is capable of being ascertained;

(c) the integrity of the data or data message; or

(d) that the source of the data or data message can be correctly ascertained;

Products which make use of cryptographic techniques and which would fall within this definition of ‘cryptography product’ include:

· Personal computers which have password protection built-in;

· Mobile phones, which use cryptography to ensure the integrity of voice communications;

· Any personal digital assistants (PDAs), which allow the user to encrypt files on that device;

· Microsoft’s Windows® operating system, which include compression and encoding applications; and

· Any computer software package that requires a user-activation key.

People or organisations that provide services designed to facilitate the use of cryptographic techniques could include:

· Any university offering a course on cryptography

· Any public library which lends out books on cryptographic techniques

· Someone explaining how to configure a electronic signature for an email package

Clearly, it is not the intention of this chapter of the ECT Act to require universities, public libraries, software distributors or PC suppliers to register as cryptography providers. Such an over-reaching application of the legislation would simply be unworkable. Therefore, it is critical that the cryptography regulations specifically address the scope of organisations that are considered cryptography providers.

ISPA suggests that the regulations provide only for persons specifically in the business of providing cryptography services or products to register, and exempt persons providing incidental or embedded cryptography services or products, such as those listed above.

2.2. Scope of the information required for the register

Section 29 of the ECT Act, under the heading ‘Register of cryptography providers’, states:

(1) The Director-General must establish and maintain a register of cryptography providers.

(2) The Director-General must record the following particulars in respect of a cryptography provider in that register:

(a) The name and address of the cryptography provider;

(b) a description of the type of cryptography service or cryptography product being provided; and

(c) such other particulars as may be prescribed to identify and locate the cryptography provider or its products or services adequately.

Further, section 30 states:

(2) A cryptography provider must in the prescribed manner furnish the Director­ General with the information required and pay the prescribed administrative fee.

It would seem therefore that while the Act provides for the cryptography regulations to prescribe the manner in which the information listed in subsection 29(2) must be furnished, it does not provide for the regulations to require additional particulars.

In ISPA’s opinion, many of the particulars requested in section 2 of the draft regulations fall outside of the scope of section 29, and seek to broaden the scope of the register beyond that envisaged in the ECT Act.

In addition, section 29 also states:

(3) A cryptography provider is not required to disclose confidential information or trade secrets in respect of its cryptography products or services.

The information requested in sections 2(a)(iii), 2(b)(iv) and 2(b)(vi) of the draft regulation can clearly be considered to be confidential information or trade secrets, and ISPA believes that these requirements must therefore be removed from the regulations.

In ISPA’s view, the extent of the information required for the register should be limited to the following particulars:

· The name and address of the cryptography provider

· Other contact information for the provider (telephone, fax, email and web)

· The company registration number of the provider

· A description of the cryptography products and services provided

3. Specific comments

This section contains specific comments on the text of the draft regulations.

Particulars required

· Subsection 2(a)(iii) requests that “detailed profiles of trusted personnel of the applicant have supervisory or managerial responsibilities” be provided by the cryptography provider. No definition is provided for the term “detailed profile”, but in ISPA’s view this information falls completely outside of the scope of Chapter V of the ECT Act. It is not necessary in order to “identify or locate the cryptography provider or its services”, as noted in subsection 29(2)(c).

Further, ISPA believes that it would extremely dangerous for those personnel working for cryptography providers to have “detailed profiles” appear on a cryptography register. Should this information fall into the wrong hands, the lives of these people could be targets for criminals wishing to prevent their communications from being decrypted.

Although section 31 of the ECT Act does place some restrictions on the disclosure of information in the register, ISPA believes that section 11 of the Promotion of Access to Information Act could provide a mechanism for this information to be obtained by undesirable third parties.

Therefore, ISPA strongly suggests that this requirement be removed from the regulations.

· Subsections 2(b)(i) and 2(b)(ii) both refer to a “physical address” where a cryptography product or service is produced, manufactured, created, distributed from, rendered, delivered, sold or made available.

Many types of encryption products are not distributed from a physical address, but are instead sold via the Internet, with the customer downloading the encryption software from the provider’s web site.

Similarly, many open source applications which include cryptographic techniques were not developed at a single physical location, but are the result of collaboration between many individuals, located in many different locations and countries.

Therefore, while ISPA believes it would be appropriate for the regulations to require the physical address of the cryptography provider, it does not make sense to require any other sort of physical address.

· Subsection 2(b)(vi) is a particular cause for concern. The ECT Act places absolutely no obligation on the Department of Communications to collect information about the customers of cryptography providers, and no obligation on providers to share this information.

As already noted, this information is highly confidential, and the Act specifically exempts providers from providing confidential information as part of the registration process. Consequently, ISPA strongly recommends that this requirement be removed from the regulations.

· Subsection 2(c) is unclear. Is there an expectation that a cryptography provider must provide the particulars of all companies to whom it outsources any operations? Does this include outsourcing of operations unrelated to cryptography? How does this requirement relate to subsection 2(b)(iii)?

· Subsection 2(d) is even more confusing. The terms “bugging and debugging equipment” are undefined. This clause seems to require that all cryptography providers must supply contact information for a provider of such equipment, without any context or limitations. ISPA believes that this clause is meaningless as it stands.

Manner of application

· Section 3(2) of the draft regulations requires that a cryptography provider inform the Department of any changes in the information submitted within 30 days of such change. Given the scope of the information outlined in section 2 of the draft regulations (including staff information, privacy and security policy and outsourcing details), ISPA believes that a requirement to inform the Department of any change within 30 days is far too onerous and unmanageable.

Should the scope of the information required from registrants be reduced to that specified in the Act, a 30-day notification period might be manageable. However ISPA believes that 90 days is the minimum period that should be specified for updates.

· Section 3(3) envisages that cryptography providers must provide updated information regarding their customers every six months. A date of 1 January is specified for one of these bi-annual updates, which ISPA believes is not a practical date for any reporting requirement.

As already noted, ISPA does not believe that the ECT Act places any obligation on providers to register information about their customers. ISPA believes that this requirement is inappropriate and must be removed from the regulations.


Fees payable

· Section 4(1) sets fees payable for registration. ISPA has no comment on the proposed R100 application fee, but questions the annual administrative fee per product or service. Further clarity is needed on what constitutes a product or service. Does this fee apply to each software application using a particular cryptography technique, or does the fee apply only once, to that particular technique. How are similar products of the same class or type handled?

Without clarity on what constitutes a cryptography service product for the purpose of this fee, ISPA believes that this regulation will lead to substantial confusion regarding the correct costs to applicants.
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