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1 Introduction

We have read a lot about wireless technology in order to prepare for today and it has been a pleasure to learn about some new and exciting things happening.  Don’t worry, I don’t presume to tell you about technology today.  But like any area of law, in IT if you don’t know what your client is doing and how she is doing it, you are not going to give good advice.

What I am going to do today is look at the telecommunications law in relation to wireless Internet access.   I’m going to confine my comments to the Telecommunications Act, but a word of caution. If wireless Internet access is regulated just as is wired Internet access – and I’m going to show you that it is – then you will also need to take cognisance of other applicable law, such as the ECT Act and the Monitoring and Interception legislation.

2 What is Wireless Internet Access?

We know that Internet access is a telecommunication service, and more particularly, a value-added network service (“VANS”) and not a public switched telecommunication service (“PSTS”).   This is evident from the definitions of telecommunication and telecommunication service found in the Telecommunications Act, 1996 (“the Act”) and has also been pronounced upon by SATRA, ICASA’s predecessor.

The Act defines telecommunication as:

“… the emission, transmission or reception of a signal from one point to another by means of electricity, magnetism, radio or other electromagnetic waves, or any other agency of a like nature, whether with or without the aid of tangible conductors.” 

“Telecommunication service” is defined in the Act as any service provided by means of a telecommunication system. 

“Telecommunication system”, in turn, is defined as any system or series of telecommunication facilities or radio, optical or other electromagnetic apparatus or any similar technical system used for the purpose of telecommunication. 

“Telecommunication facilities” is defined as including any wire, cable, antenna, mast or other thing, which is or may be used for or in connection with telecommunication.

Thus, it is clear that wireless Internet access is a telecommunication service.  It involves the emission, transmission or reception of a radio or electromagnetic signal from one point to another, by means of telecommunication facilities such as, for example, radio transmitters and receivers, and satellites.  

3 Telecommunications Act 

Before looking at the regulatory provisions regarding wireless Internet access, I want to begin with a few introductory provisions.

3.1 Objects

The primary object of the Telecommunications Act is to provide for the regulation and control of telecommunication matters in the public interest and for that purpose to, among other things:

· promote the universal and affordable provision of telecommunication services;

· promote the provision of a wide range of telecommunication services in the interest of the economic growth and development of the Republic;

· encourage investment and innovation in the telecommunications industry;

· promote the development of telecommunication services which are responsive to the needs of users and consumers;

· promote and facilitate convergence of telecommunication, broadcasting and information technology.

3.2 Service Licensing 

Chapter V of the Telecommunications Act governs telecommunication service provision.

Section 32 of the Telecommunications Act prescribes that “…no person shall provide a telecommunication service except under and in accordance with a telecommunication service licence…”.  Service licences are granted for services mentioned in the Act, including:

· PSTS (public switched telecommunication services)

· Mobile cellular telecommunication services (“MCTS”)

· VANS (value added network services)

· Private telecommunication network (“PTN”) services 

· Under-serviced areas (“USA”) services 

· Multimedia services 

· Carrier of Carriers services 

Other services not specifically mentioned in the Act may be prescribed by ICASA, for example, global mobile personal communications by satellite services (“GMPCS”).  ICASA may also prescribe telecommunication services or activities that may be provided without a licence, although none have yet been prescribed.

So, the first important aspect is – if you want to provide wireless Internet access you need a service licence of some kind.  Let’s now explore the possibilities in that regard.
3.2.1 Value Added Network Services

VANS are telecommunication services where value is added to the basic emission, transmission or reception of a signal from one point to another.  Examples of VANS include electronic data interchange, e-mail, protocol conversion, access to databases and managed data network services.  

There has in the past been dispute over whether or not Internet access is a VANS.  However, as mentioned, SATRA ruled that Internet access services are to be provided in terms of VANS licences and are not PSTS.  Further, ICASA, in June of this year, ruled in a dispute matter that the moment that a technological intervention is applied by way of the action of a protocol on the signals transmitted or received by a customer, the telecommunication service provided is a VANS and not PSTS.

The Act requires VANS to be provided by means of telecommunication facilities provided to the VANS licensee by Telkom or the SNO (until a date to be set by the Minister of Communications (“the Minister”)).  In other words, the basic telecommunication facilities that VANS licensees use to build their VANS networks, including both wired and wireless facilities, must be obtained from Telkom or the SNO (once it is licensed).  So that is the second thing to remember, even if your telecommunication facilities are wireless, if you are using them to build your VANS network over which you provide Internet access, then you must get those facilities from Telkom or the SNO.

The Act does provide for a way out of this obligation, in terms of a section 44(7) of the Act.  In terms of section 44(7) of the Act, where Telkom or the SNO is unwilling or unable to make suitable telecommunication facilities available within a reasonable period of time, a person may obtain such facilities elsewhere.  However – and this as many of you will attest is the problem – ICASA has been delinquent in applying section 44(7) and to my knowledge has never issued an order in terms of that section (although certain settlements have been reached with Telkom after complaints filed with ICASA).  Thus, the section 44(7) route is not only expensive and time consuming there is little evidence that there will be success.

Another restriction on VANS licensees is that a VANS provider may not permit VANS to be used for the carrying of voice, until a date to be set by the Minister.  This rules out voice over IP indefinitely (except for Telkom and the SNO – a provision which I personally believe is unconstitutional – but that is another paper altogether). 

Accordingly, Internet access, whether provided over a fixed or wireless network, is a VANS and can be provided in terms of a VANS licence.  However, telecommunication facilities for the network, whether fixed or wireless, must be provided by Telkom or the SNO, and no voice may be provided until the Minister decides otherwise.  

Megawan

Megawan (Pty) Limited (“Megawan”) has been providing wireless Internet access using wireless technology in the 2.4 GHz band.  Customers within line of sight and transmission distance of Megawan’s transmission towers could use Megawan’s wireless network to connect to the Internet.  However, following complaints of interference caused by the equipment of Megawan’s predecessor, Spacenet, ICASA investigated Megawan’s service provision.  In July 2002, ICASA ruled that:

· Megawan was providing VANS without a VANS licence;

· Megawan was providing local access telecommunication services without a PSTS licence– I’m not sure I agree with this finding, as it may contradict the previous one, but ICASA made it anyway;

· Megawan was self-providing its own telecommunication facilities without being authorised by ICASA in terms of section 44(7) to do so; and
· Megawan contravened section 30(1) of the Act which provides that a frequency use licence is required by any person who transmits or receives a radio signal (I will discuss frequency use licensing later).
ICASA has recommended criminal prosecution of Megawan in respect of its provision of telecommunication services without a licence, and in respect of its use of a frequency band without a frequency use licence, both of which are criminal offences in terms of the Act. 

It appears that Megawan was recently bought out by Mwan Central, who appears to propose to continue providing the wireless Internet servcies that Megawan once provided.  If it does so, it will in all likelihood encounter legal difficulties relating to its service provision, in addition to the unresolved Megawan legal issues. 

Hot spots

Anther form of public Internet access is the provision of connectivity through a wireless LAN which is connected to a wired VANS network.  Wireless LANs provide the final few metres of connectivity between a backbone network and the user.  There are numerous advantages of using wireless technology, including installation speed, installation flexibility, scalability, limited mobility and reduced costs.  An example of this is the Wi-Fi “hotspots” that have been receiving so much press.  Wireless LAN services are being provided in public places such as airports, hotels, conference centres, business parks, restaurants and coffee shops.  These wireless networks are used to provide VANS services to wireless device users.

Can VANS providers do this in SA?  Yes, but the telecommunication facilities must be obtained from Telkom or the SNO

Can PTN providers?  A LAN, including a wireless LAN can be a PTN and can be interconnected to a VANS (ISP) provider.  However, the PTN must keep the traffic private.  I will discuss PTNs later.
Are LANs CPE?  Another argument might be that wireless LANS are CPE, sort of like PABX systems and thus are unregulated, except for the need to get type approval (and perhaps frequency licensing as well).

In the U.S., some Internet access providers are attempting to prevent their customers from using their accounts to provide a wireless LAN available to anyone within a few hundred metres.  One paying subscriber can set up a wireless LAN that allows several other people to gain access to the Internet.  One problem with attempting to prevent wireless LANs is that, while some people set up hotspots with the intention to share their Internet access, there are many who set them up for their own private use and cannot control the fact that the access reaches further than their needs, allowing others to use the service without the account holder knowing about such use.

My advice in this regard is for SA VANS providers to develop a policy on this issue before disputes arise in order to attempt to avoid such disputes.

3.2.2 Private Telecommunication Networks

PTNs are private networks - meaning you can’t share them and you can’t allow others to use them whether for remuneration or not. 

A PTN licence is required unless the PTN is not interconnected to a PSTN.

PTNs (with the exception of PTNs situated on a single or contiguous pieces of land) are required obtain the basic telecommunication facilities used to build the private network, whether wireless or wired, from Telkom or the SNO.  However, in contrast to the provisions in the Telecommunications Act relating to VANS, there is no provision for the Minister to lift this restriction on PTNs.

Any type of telecommunication service can be carried over a PTN – a PTN provider is not restricted to the carrying of voice only or data only or to any other such limited use.

Wireless Internet access can be provided in terms of a PTN licence where a wireless PTN is installed in a home or offices and is accessible only to the residents or employees – in other words – it is private.  

3.2.3 Mobile Cellular Telecommunication Services

MCTS are mobile services using cellular technology.  Radio signals are used to connect network transceivers and terminals such as cellular phones, and call handover between adjacent cells enables users to maintain connections while moving through different geographical areas.

MCTS offer both basic and value added services over their MCTS networks.  Thus, if the technology allows, the licensees, Vodacom, MTN and Cell C, may offer wireless Internet access.

GPRS and 3G
General Packet Radio Services (“GPRS”) is designed for use over digital cellular networks, such as GSM networks.  It utilises a packet radio principle to transfer high-speed and low-speed data and signalling over such networks.  The provision of GPRS over GSM networks is beginning to enable a variety of new services for mobile wireless users, for example, multimedia messaging, imaging and Internet access.  
Third generation cellular services are expected to merge the mobility of cellular services with the Internet completely.  In SA, all of the cellular licensees as well as Telkom and the SNO have automatic access to 3G frequency spectrum.  However they will have to apply for it and will also have to pay for it – and likely a hefty price, if the debate over 1800 MHz spectrum is any indication.
Thus, although there is limited wireless Internet access being provided by cellular operators at present due to constraints in technology, there is little from a regulatory point of view that would prohibit the growth of that segment of the industry.

3.2.4 Under Serviced Area Licenses

In terms of the Act, USA licences will be awarded for underserviced areas and to small businesses only.

Under serviced areas are those geographic areas determined by the Minister by notice in the Gazette, where there is teledensity of less than five percent. 

Small businesses are defined in the National Small Business Act, 1996 as businesses where the total full-time equivalent of paid employees is 100 or less, the total annual turnover is R20 million or less and the total gross asset value (fixed property excluded) is R5 million or less.

In terms of the Act, any type of telecommunication service may be provided by USA licensees, including voice over IP, fixed-mobile services and public pay telephones.  Thus, voice and data, fixed and mobile and basic and value added services may be provided.

Accordingly, wireless Internet access can be provided in terms of a USA licence.

3.2.5 Multimedia services licence – Sentech

In terms of Section 32C of the Act, Sentech has been granted a multimedia services licence, effective from 7 May 2002.

A multimedia service is a telecommunication service that integrates and synchronises various forms of media to communicate information or content in an interactive format.
This wide definition likely includes Internet access.

Not unlike VANS however, the Act prohibits multimedia service providers from carrying voice until a date to be determined by the Minister.

However – and this is where Sentech will have an advantage over VANS licensees – the Act does not restrict multimedia service providers to leasing telecommunication facilities from Telkom or the SNO in order to build their networks.

In conclusion, wireless Internet access is not unregulated, but can be provided by a number of different types of service licensees.  That’s not the end of the story though.
3.3 Frequency Use Licensing 

In addition to having a service licence, a frequency use licence is required for all providers of wireless telecommunications.  

Chapter IV of the Telecommunications Act governs frequency use and vests ICASA with the control, planning, administration, management and licensing of the radio frequency spectrum.  ICASA prepares a frequency band plan which defines how the radio spectrum will be used in South Africa and aims at ensuring the orderly, efficient and effective utilisation the frequency spectrum.  
ICASA also assigns licences to use specific frequencies to specific persons.  The Act prohibits anyone from using a frequency without such a licence. 

Wireless Internet access, if it makes use of radio or electromagnetic frequencies for the transmission of data can only be provided with a frequency use licence in addition to a service licence. 

There is an exception to the requirement to have a frequency licence.  In terms of Radio Regulations passed before the coming into force of the Act (but which are deemed still to apply), certain radio apparatus for use in the 2.4 GHz (ISM) frequency band do not require frequency licensing, if they are part of a LAN that is confined to the same premises or building and are between the computer systems of the same user.

One of ICASA’s findings against Megawan, was that Megawan did not have a frequency use licence and that it did not fall within the exception.

3.4 Equipment Licensing 

Finally, Chapter VI of the Act governs telecommunications equipment.  Section 54 states that no person is allowed to use, supply, sell, or offer for sale, lease or hire, any type of telecommunication equipment or facility in connection with telecommunication unless it has been approved by ICASA.  ICASA may also prescribe equipment which does not require approval.

Another of ICASA’s allegations against Megawan, was that some of the equipment that Megawan was using was not type approved by ICASA, although no finding was made against it in this regard.
4 Summary and Conclusion
In order to lawfully provide wireless Internet access in South Africa, a number of requirements must be met.

If a VANS network is used for the provision of wireless Internet access, for example, public Internet access provided using a wireless VANS network or a wireless LAN (a “hotspot”):

· A VANS licence is required.

· All telecommunication facilities must be obtained from Telkom or the SNO, until a date to be determined by the Minister.

· No voice may be carried on a VANS network – only data may be carried.

· A frequency licence to use the relevant frequencies, is required.

· Equipment approval for all equipment connected to the network, is required.

If a PTN is used for the provision of wireless Internet access: 

· A PTN licence is required.

· Telecommunication facilities must be obtained from Telkom or the SNO, unless the PTN is situated on a single piece of land or contiguous pieces of land.

· Both voice and data may be carried on a PTN.

· A frequency licence to use the relevant frequencies is required, unless the PTN is situated on one piece of land or in one building.

· Equipment approval is required for all equipment connected to the network.

If MCTS is used for the provision of wireless Internet access to customers using, for example, cellular phones and PDAs:

· An MCTS licence is required.

· A frequency licence to use the relevant frequencies, is required (Vodacom, MTN and Cell-C have been issued with certain frequency licences but not with 3G frequencies).

· Equipment approval for all equipment connected to the network, is required.

If a multimedia network is used for the provision of wireless Internet access, for example Internet through TV:

· A multimedia licence has been granted to Sentech.

· No voice may be carried on Sentech’s network – only data may be transmitted.

· A frequency licence to use the relevant frequencies has been granted to Sentech.

· Equipment approval for all equipment connected to the network, is required.

If USA licensee is providing wireless Internet access, using wireless WANs or LANs:

· A USA services licence is required, which includes the right to provide VANS, for example, Internet access.

· Voice and data may be carried on a USA licensee’s network.

· A frequency licence to use the relevant frequencies is required.

· Equipment approval for all equipment connected to the network, is required.

In conclusion don’t let anyone tell you that wireless communications and in particular wireless Internet access is unregulated.  It is.  That doesn’t mean there are not opportunities out there though.  As long as you know the regulations and have good advice on how to either abide by them or avoid them, then you are on your way.
________________________________
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